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éBSTRACT
_
Input is obtained to modlfy one of a set of self-conslstent and

'

prioritized document policies, each policy indicating an

’

alloWability of a requested action When a condition of the

policy is satis?ed. Each policy is representable by a node on
_

a multipartite graph, the node being located in a part of the
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multipartite graph that corresponds to the alloWability indi
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cated by the policy. TWo nodes are connectable by an edge
that indicates a relative priority between their corresponding
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NOV 14 2011

'

'

’

policies. A transitive closure of the representation is com

puted so as to identify paths of contiguous edges that connect
pairs of nodes. When tWo policies With different alloWabili
Publication Classi?cation

(51)
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ties are applicable to a single requested action on a single

document, and When the corresponding nodes are connected
by one of the identi?ed paths, a relative priority is automati
cally assigned to the tWo policies as indicated by the path.
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AUTOMATIC PRIORITIZATION OF
POLICIES
BACKGROUND

[0001] Recent advances in document creation and manage
ment technologies include collaborative creation and editing

of documents, automatic repurposing tools, document-cen
tric Work?oWs, and online document sharing. Cloud comput
ing and mobility have merged secure intranets and a generally
insecure Internet making it become more simple for a partici
pant to drag-and-drop protected data into a publicly acces
sible document, possibly even Without realiZing it. Thus,
document access control based on information about a docu

ment alone (document level metadata) may be insu?icient to

prevent leakage of, or provide for adequate management of,
sensitive data. Such document level metadata could fail to
transfer to or properly describe such a neWly created or modi

?ed document.
[0002] For this reason, context-aWare policies have been
developed for document management and access control.
Such context-aWare policies take into account the actual (run

objects, features and advantages thereof, may best be under
stood by reference to the folloWing detailed description When
read With the accompanied draWings in Which:
[0006]

FIG. 1 schematically illustrates an example of a

system for automatic assignment of priorities to policies;
[0007] FIG. 2A is a graphical representation of ordering of
a set of policies for an example of automatic prioritiZation of

policies;
[0008] FIG. 2B is a graphical representation of a reduced
form of the graph shoWn in FIG. 2A;
[0009]

FIG. 3 is a ?owchart of an example of a decision

process by application of a set of policies;
[0010]

FIG. 4 is a ?oWchart of an example ofa method for

automatic prioritiZation of policies; and
[0011]

FIG. 5 is a ?oWchart of an example ofa method for

automatic prioritiZation of policies upon adding a policy to a
set ofpolicies.
DETAILED DESCRIPTION

[0012]

In accordance With an example of the automatic

prioritiZation of policies, alloWability of execution of a

about to be executed. Policy conditions of context-aWare

requested or proposed (eg by a user or by an automatic
application) action on a document ?le (herein referred to

policies may include document keyWords, data patterns,

interchangeably as a document) or a set of documents may be

regular expressions, or any combination thereof, or any other

determined by an enforcement mechanism that bases its deci

time) document contents at the moment a document action is

condition veri?able on a document and at the same time

sion at least partially on a set of policies, such as context

inherent to a particular type of sensitive data. For example, a

aWare policies. AlloWability of the action may include

document to be exported may be analyZed in light of the

enabling (alloWing) the action as requested, enabling the
action in modi?ed form (eg requiring performance of
another action prior to enabling the requested action, or dis

context-aWare policies, and if a condition of a policy is satis

?ed, then protective action de?ned by the policy may be
triggered. In this manner, an inadvertent (unintentional) leak
of sensitive data may be avoided.
[0003] A policy may consist of speci?cation of an action to

Which it is applicable, a policy condition, and possible policy

abling (denying) the action. Other policies that are not con

text-aWare policies may also be applied by the policy decision
mechanism.
[0013] Application of a policy of the set may yield an

exceptions. For example, an action to Which it is applicable

indicated alloWability With regard to the requested action,

may include transferring a document transferring to a Uni

depending on satisfaction of a condition of that policy. The
policy condition may include a plurality of individual sub

versal Serial Bus (USB), or sending by e-mail.A single policy
may be applicable to more than one action, or more than one

policy may be applicable to the same action. A policy condi
tion may include several conditions combined by Boolean
operations such as AND, OR, or NOT. Policy exceptions may
specify When a policy does not apply. For example, a policy
could forbid sending an e-mail containing con?dential infor
mation to all addresses except internal (e.g. Within a company
or organiZation) e-mail addresses.
[0004] It is expected that documents that issue from a single
source (eg a single business or a single template) Will have
common content, relating to the same subjects and topics.Yet,
only some of these related documents may contain sensitive
content that may be distinguished by conditions of policies. In
addition, a natural language may include many Ways to
express a single concept or subject. Thus, a policy may be
made to be suf?ciently ?exible so as to accommodate poten
tial variations (e.g. synonyms or semantic equivalences) as
Well as language in?ections or spelling errors. Context-aWare

policy conditions may therefore, incorporate alternatives,
negations, and variants.
BRIEF DESCRIPTION OF THE DRAWINGS

[0005]

The subject matter regarded as the invention is par

ticularly pointed out and distinctly claimed in the concluding
portion of the speci?cation. The invention, hoWever, both as
to organiZation and method of operation, together With

conditions, all or some of Which need to be satis?ed in order
for the policy condition to be satis?ed. Some or all of the
individual sub-conditions may be based on the content of the
document (eg a text tag, a text string, symbol, or other

document content). An individual sub -condition of the policy
condition may be based on factors other than document con
tent, e. g. document ?le metadata or document layout struc

ture, application, Work?oW, device, location, permissions of
the user, distinct jurisdictional or other regulations.

[0014] Context-aWare policies need not be mutually exclu
sive (unlike some other types of security policies). For
example, a single document may simultaneously contain key
Words that relate to conditions of tWo different policies With
different alloWabilities. In such a case, a decision may be

required regarding Which of the tWo policies is to be applied
to the requested action on the document. (Although policies
may be made mutually exclusive by increasing the complex
ity of the conditions, it may be di?icult for a human policy
administrator to effectively comprehend and manage such
complex conditions or anticipate the adequacy of the protec
tion.) When the application of tWo or more policies to a single
requested action on a single document results in mutually

contradictory alloWabilities (e.g. application of one policy
may indicate enable an action While application of the other
may disable the action), a priority may be assigned to each of
the policies. Thus, When evaluating execution of an action on
a document in light of a set of applicable context-aWare poli
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cies wherein application of tWo or more policies yields mutu

[0021] Automatic analysis of the representation may

ally contradictory results, alloWability of the requested action

enable automatic assignment of relative priorities to a pair of
policies. For example, tWo policies that indicate different
alloWabilities may be applicable to a single requested action

may be the alloWability that is indicated by application of the
policy that Was assigned the highest priority.
[0015] The set of policies may be maintained such that the
set remains self-consistent. A set of policies is herein consid
ered to be self-consistent if the application of policies of the
set (or application of a selected subset of relevant policies) to
a single requested action on a single document alWays results

in an unambiguously determined alloWability (Without mutu

ally incompatible, contradictory, or ambiguous results). For
example, it may be assumed that the set of policies is initially
self-consistent, e.g. free of inconsistencies and ambiguities.
An example of set of policies that is initially self-consistent is
a set of policies that Was initially empty (such that no incon
sistency or ambiguity Was possible). It may be further
assumed that Whenever a policy Was added to the set (or
deleted or modi?ed), methods described herein or other meth
ods Were applied such that the set remained self-consistent.
[0016] When the set of policies is to be modi?ed (e. g. When
a policy is to be added to the set, deleted from the set, or

edited), policies of the set may be examined in light of the

on a single document Where the conditions of both of the

policies may be concurrently satis?able.
[0022]

For example, application of one policy to a

requested action on a document may indicate that the action is

alloWed, While application of the other may indicate that the
action is rejected. In this case, the tWo policies may be rep
resented by nodes in different parts of a bipartite or multipar
tite graph. In such a case, a relative priority is to be assigned.

Such a relative priority may be graphically represented by an

edge (e. g. a directional edge, the direction being represented,
e.g., by an arroW) that connects that the tWo nodes that cor

respond to the tWo policies. If analysis of the graph (e.g.
computing a transitive closure) indicates that a path of one or

more contiguous edges exists betWeen the tWo nodes, a pri

ority indicated by the path may be considered as existing (due
to the transitive nature of the policies) and no additional edge

need be assigned (e. g. via solicitation of input from a policy

policies is found (eg capable of yielding mutually contra

administrator). TWo edges of a path may be considered con
tiguous When a leading end of one of the edges and a trailing
end of the other edge connect to a common node. (A path
consisting of a single edge is herein also referred to as a

dictory results), a priority of at least one of the policies of the

contiguous path.)

pair may be adjusted. Adjustment of policy priorities may

[0023] When no such path of contiguous edges connects
the tWo nodes, an edge must be added. For example, input

modi?cation so as to determine mutual compatibility

betWeen pairs of the policies. When an incompatible pair of

include soliciting or receiving input from an administrator,
eg in the absence of su?icient information to enable auto

from a policy administrator may be solicited so as to assign a

matic adjustment of the priorities.
[0017] In accordance With an example of automatic priori
tiZation of the policies, relative priorities may be automati
cally assigned to at least some pairs of policies. Thus, the

relative priority to the tWo policies. As another example, an
automatic application may assign priorities (e.g. based on a
statistical analysis of policies of the set), or a combination of
administrator input and an automatic application may enable

number of policies pairs Whose prioritiZation requires input

assigning priorities.

from the administrator may be reduced.
[0018] A set of policies may be represented in a form that

corresponds to a graphical form. In the corresponding graph,
each policy of the set may be represented by a node.
[0019] A transitive closure may be computed for the repre

sentation. The representation may be graphically represented
as a multipartite graph that is divisible into a plurality of
regions, herein referred to as parts. Each part of the graph may
correspond to an alloWability result, or other result of appli
cation of a policy. For example, a representation With of a set

of policies With tWo alloWabilities, e.g. alloW and deny, may
be graphically represented as a bipartite graph. Each part of
the bipartite graph corresponds to one of the types of
alloWabilities. A node may be located in a part of the multi

partite graph that corresponds to the alloWability of that
policy (When applicable and its condition is satis?ed).
[0020] In order to automatically prioritize policies When
the set of policies are modi?ed, a modi?cation may be incor

porated into the representation. For example, When a policy is
added, a node that corresponds to the added policy may be
added to the appropriate part of the graph (corresponding to
the alloWability of the added policy). When a policy is deleted
or removed from the set, the node that corresponds to the
removed policy may be deleted from the representation.
When editing a policy, properties of a node corresponding to
the edited policy, or placement of the node, may be similarly
modi?ed. Alternatively, a representation of editing of a policy
may be divided into tWo steps: ?rst removing the node that

corresponds to the policy prior to editing, then adding a node
that corresponds to the edited policy.

[0024]

For example, a context-aWare policy may determine

that a particular requested action may or may not be per
formed With regard to a document Whose content includes one
or more particular text strings. Thus, a computer or processor
that is programmed or con?gured to run in accordance With
the set of policies may not be enabled to perform an operation
or action With regard to a document ?le unless that action is
enabled in accordance With the policies of the set. Actions
With regard to a document that may be enabled or disabled in

accordance With context-aWare policies may include, for

example among other actions, sending (eg by email),
uploading, editing, printing, copying, deleting, or saving.
[0025] A condition of a context-aWare policy may also be
dependent on factors in addition to content of the document.

For example, a dependency on metadata may limit applica
tion of a policy regarding printing to a particular printer or set
of printers. Similarly, a condition regarding sending an e-mail
may limit application of the policy to sending email to a
particular email address, set of email addresses, or domain. A
condition regarding uploading a ?le may limit application of
the policy to a particular Internet Protocol (IP) address or set
of IP addresses, and a condition regarding saving may limit
application to a particular save path or set of save paths (eg
from an original location to an intended destination). In addi
tion, a policy may enable (alloW) or disable (deny) an action
subject to a limitation or embellishment (eg a required con

comitant action). Examples of such embellishments may

include, for example among others, logging, alerting,
encrypting, requesting a formal authoriZation for the action,
signing, or redacting.
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[0026] Application of context-aWare policies as described
herein may enable making a quick and accurate decision

28 in accordance With details of the action and of document
28 (e. g. metadata), as Well as content of document 28. Appli

When a user attempts to export data. Policies may be evalu

user-requested action (eg pressing a Send button). Until the
request and data are analyZed in light of the set of policies, the

cation of policies 26 may thus result in the action being
enabled (alloWed) or disabled (denied).
[0031] A format of a policy may be formally described, for
example, in terms of Boolean expressions. Each policy may

requested action may be suspended to prevent an undesirable

be expressed in the folloWing format:

consequence (e. g. leaking data). When application of the set
of policies results in a decision, either the originally requested

expr%required_protection

ated and applied quickly and accurately, e. g. in response to a

[0032] rule:::proposed_action/\ metadataA policy_
[0033] Where (examples of actions and metadata are given,
and other examples are possible):

action, an embellished (eg by addition of an additional
action, such as encryption) action is executed, or the action is
denied (e. g. With a message sent to the user Who requested the
action). A decision regarding the user requested action may
be attained in real/run-time, e. g. Without the user noticing any
delay When the action is alloWed.
[0027] FIG. 1 schematically illustrates an example of a

tive proposed action)
[003 6] policy_expr: : :policy_condition| (policy_expr

system for automatic assignment of priorities to policies.

v policy_expr)|

Automatic priority assignment system 10 may include one or
more computers (e. g. connected by a network), or may
include one or more modules or applications that may be run

on one or more computers. The computers may be incorpo
rated in another system, such as a netWork server or a docu

[0034] proposed_action:zrprintlemailluploadlsave
[0035] metadata::::printer_lP|email_address|upload_
lPl save_path; (each corresponding to an example of a respec

[0037] (policy_exprA policy_expr)| (—| policy_expr)
[0038] policy_condition: :?ext_tag |regular_expres sion
[0039] required_protection: ::alloW
[alloW_embellish
ment]

[0040] |deny [deny_embellishment]

ment management system. For example, automatic priority

[0041] alloW_embellishment: ::log | encrypt | sign|redact|

assignment system 10 may include one or more computers to

(other embellishments are possible);
[0042] and

be operated by a policy administrator (herein referring to a
person or application Who interacts With the system in order to

[0043] deny_embellishment:::log|alert| (other embellish

create or manage policies), and one or more separate com

ments are possible).

puters to be operated by a user (herein referring to a person or

[0044] As used in expressions herein, :::denotes a de?ni
tion, A conjunction (and), v disjunction (or), and —. nega

application Who interacts With the system to request actions to

be executed on documents, automatically causing application
of policies).
[0028] Automatic priority assignment system 10 includes

tion (not).
[0045] When a policy is applicable, the metadata match the
proposed action, eg for printing, the metadata must be a

processor 12 Which may operate in accordance With pro
grammed instructions. Processor 12 may communicate With a

printer IP address. The policy conditions may include strings

memory 14. Memory 14 may include one or more volatile or
non-volatile memory devices, such as a random access

[0046] A text_tag or regular_expression may evaluate to
true When the corresponding text is found anyWhere in the

memory (RAM). For example, memory 14 may be used to
store programmed instructions or data for operation of pro

document, or may evaluate to true When found in a particular

of one or more characters or valid regular expressions.

16 may include one or more ?xed or removable non-volatile

section of the document (e. g. in a document header, footer, or
title). The text_tag may be further augmented by an error
tolerance, eg to accommodate potential errors in spelling.
For example the condition of a policy save
A ‘technical’ EWOFIA ‘report’ E,,0,:l—>allOW may be satis

devices that may be used for storing data, such as program
ming instructions for operation of processor 12, one or more

nical”, such as “techical” or “technicl”, With an error distance

cessor 12, such as one or more sets of policies 26 or one or

more documents 28. Processor 12 may also communicate

With data storage device 16. For example, data storage device

?ed When a document contains a misspelled variant of “tech

sets of policies 26, or one or more documents 28.

of one character (one missing or super?uous letter). For

[0029]

example, an error distance or tolerance may be expressed in
terms of a Damerau-Levenshtein distance betWeen the actual

Processor 12 may communicate With input/output

device 30. Input/output device 30 may include one or more

output devices, Which may include, for example, a display or
input/output device 30 may be operated to communicate

strings and the variant string. In addition to errors, a policy
may also accommodate grammatical or syntactical variants
due to language in?exions, such as stemming and lemmati

information to a user, administrator, or operator of automatic

Zation (e.g. have, had, has).

priority assignment system 10. Input/output device 30 may

[0047] For example, Whenever proposed_action and meta
data match the proposed action on the document, and policy_

an audio output device. For example, an output device of

include one or more input devices, such as a keyboard or

keypad, a pointing device, touch screen, a video input device,

expr evaluates to true on the document, then a speci?ed

or an audio input device. For example, an input device of

required_protection may be applied to the proposed action.
[0048] Required protections, or alloWabilities, may be
divided into tWo broad classes, alloW and deny. Protections,
hoWever, may include an optional embellishment, such that
the protection may be applied along With an additional fea

input/output device 30 may be operated by a user, adminis
trator, or operator of automatic priority assignment system 10
in order to enter an instruction or selection to processor 12.

[0030] Processor 12 may communicate With export devices
20. For example, export devices may include a netWork 22, a

printer 24, or a (e.g. non-secure) storage device 25. Processor
12 may be instructed, eg via input/output device 30, to
perform an action on document 28 that exports document 28
to export devices 20. Policies 26 may be applied to document

ture. For example, alloW_encrypt may mean that the action is
alloWed; but that the document is to be encrypted prior to
execution of the action. In this example, an encryption inter
face may be automatically activated to enable the user to
complete the action. The reason for dividing graph on parts
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(as bi-partite graph) is that an ordering is shown that also
satis?es the necessary properties but using far feWer edges.
Thus, there is no ordering betWeen some pairs of policies With
the same required protection.
[0049] In general, the number of types of alloWabilities
may be greater than tWo. For example, an alloWability may
indicate restricted or conditional execution of an action. In

accordance With some examples of automatic prioritization
of policies, an embellished protection may correspond to a

separate part of a multipartite graphical representation of the
set of policies. On the other hand, When the embellishment
merely speci?es execution of an action in addition to the

requested action, the embellished alloWability may be classi
?ed together With the more general (unembellished) class of
alloWabilities.

[0050]

For example, apart from alloW and deny, a third type

or class alloWability could be used, eg offering an alternative
action.

[0051] An example ofa single policy:
[0052] saveA —. ‘C:\encrypted’ A ‘classi?ed’—>deny
[0053] may apply only to a proposed action to save a docu
ment containing the Word “classi?ed” outside the ‘C:\en

crypted’ directory path. In such a case, the action is denied
(disabled). For any other proposed action the policy may be
ignored as not applicable. The result of applying such a policy
is that any document containing Word “classi?ed” can only be
saved into the folder “C:\encrypted” and noWhere else on the
system; any document that does not contain “classi?ed” can

be saved anyWhere.
[0054] TWo policies may be considered to have compatible
When the resulting required protections are the same, apart
from embellishments. TWo policies may be considered to

have incompatible protections When the resulting required
protections are different, apart from embellishments. Incom
patibility may also result When tWo policies have identical
protections, but the condition of one is a negation of the
condition of the other (or a sub-condition of one is a negation
of a sub-condition of the otheriin some examples of auto

matic prioritiZation of policies, policies may be further
reduced to policy primitives, e.g. aggregates of multiple
simple policies, to alWays enable direct comparison). In the
event of incompatible protections, relative priorities may be
assigned to each of the tWo policies With incompatible pro
tections. (The policy With the loWer priority may still apply
When the only the loWer policy, and not the higher priority

[0059]

and

[0060] emailA ‘press release’QalloW,
[0061] With the latter policy being assigned a higher prior
ity than the former.
[0062] Priorities may be assigned to policies may be
assigned in order to avoid con?icts When applying multiple
polices. For example, pairs of policies may be ordered such
that Whenever both policies are applicable to a single docu
ment With different alloWabilities, a relative priority is

assigned to each policy. An ordering may be draWn in the
form of a directed graph. FIG. 2A is a graphical representa
tion of ordering of a set of policies for an example of auto

matic prioritiZation of policies.
[0063]

Nodes (vertices) p, q, r, s, and t in graph 40a repre

sent policies. The protection that results from application of
each of the represented policies (alloW or deny) is indicated
next to each node. A directed path from a ?rst node to a second
node may be indicated by an arroW, or series of end-to-end
arroWs that points from the ?rst node to the second. A directed
path from a ?rst node to a second node indicates that policy

that is represented by the ?rst node has a higher priority than
the policy that is represented by the second node.
[0064] It may be required of the ordering that for any pair of

policies With incompatible protections, e.g. alloW and deny,
one of the policies must have priority over the other. Thus in
graph 40a, there may be a directed path from a node x to a
node y, or a path from node y to node x, but not both. Thus,
Whenever a pair of policies may con?ict there, is an unam
biguous outcome. As a consequence, a graph 40a may not
contain closed paths, as a closed path through nodes x and y

Would ambiguously indicate that both the policy correspond
ing to node x is both higher loWer priority than the policy that
corresponds to node y.

[0065] Graph 4011 includes complete ordering of all nodes.
Thus, graph 4011 includes edges betWeen all pairs of nodes,
including those representing policies With the same
alloWabilities. This corresponds to arranging all policies in a
list sorted from highest to loWest priority, implying that no
tWo priorities can be equal. HoWever, such a description may

include unnecessary ordering betWeen policies. For example,
nodes p and r are ordered, even though they cannot con?ict.
Also, there is no need for the edge from node p to node t
because there is already a directed path from node p to node
t via nodes q and r.

policy, applies to requested action.)

[0066]

[0055] Since policy_condition evaluates as true Whenever,
e.g., a corresponding text string is present in the document, it

a more ef?cient process of setting priorities. For example,

is possible that more than one context-aWare policy may
apply to a requested action on a single document. In the event

that resulting protections from tWo policies are incompatible,
eg one alloW and the other deny, only the protection that

results from the highest priority applicable policy is applied.
[0056] For example, in the case that a set of policies is
modeled such that it is forbidden to electronically mail
(email) any document containing the name of a neW product

(e. g. product NeWModel 5N). HoWever, emailing a document
that contains the Words “press release” (indicating an explic

Minimizing the number of edges may correspond to

When setting a priority includes soliciting input from a policy
administrator, de?nition of each edge in graph 4011 may
require a decision that is solicited from the administrator. For
example, graph 40a may be reduced to a form of minimal

edges.
[0067] FIG. 2B is a graphical representation of a reduced
form of the graph shoWn in FIG. 2A In graph 40b, no edges
connect pairs of nodes that correspond to policies With the
same alloWabilities, eg between nodes p and r or nodes q and

s. Graph 40b is bipartite, With part 42a corresponding to

alloWability alloW, and part 42b corresponding to alloWability

itly vetted press release) is alloWed. When a document con
tains both “press release” and “NeWModel 5N”, there is a

deny. In graph 40b, all edges connect a node in part 42a With

policy contradiction that may be resolved by assigning rela

[0068] Priorities may be assigned to policies of a set using
a constraint programming implementation of policies. A con
straint programming paradigm may be based on separate

tive priorities.
[0057]

The policies may be expressed as

[0058] emailA ‘NeWModel 5N’—>deny

a node in part 42b.

modeling and solving stages. During a modeling stage, a
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problem domain may be described in terms of constraints and

[0081]

Variables. During a solving stage, solutions to the problem

clauses, depending on its complexity. For example, the aboVe

domain may be found.

example may be conVerted to

[0069]

[0082] (VernaiZA V*@gmail.c0m A Vpr'ivate—>_' Vazz0W@2)

For example, the problem domain may be modeled

Each policy may be conVerted into one or more

using Boolean satis?ability (SAT) or in another manner. A

[0083]

SAT problem may consist ofa set ofVariables V:{Vl . . . ,Vj},
a set of literals L of Which each is either a Variable V or its

[0084] assuming that it has been assigned a priority Value of
2. Hence When the left hand side of the policy eValuates to
false (policy does not apply), VaH0W@2 may be either true or
false. HoWeVer, if the policy matches, VaH0W@2 must be set to

negation—| V, and a set of clauses C:{cl . . . , ck}, Where each

clause cl. is a set of literals.
[0070] A solution to a SAT problem is a set of literals S such

that lES<=> —. l$S and also for each clause C, the intersection
of C and L is non-empty (in other Words, a literal from the
solution is found in each clause.

E(-' vefnailv " _V*@gmaiz.c0m\’_ '1 Vpn'vateY f‘ Vazz0W@2)

false or else the clause has no literals in the solution.

[0085]

In order to eliminate ambiguity that may remain

(eg a Variable VaH0W@i haVing a Value of false in a solution

either because the policy requires that a corresponding action

must be true for the SAT to be satis?ed. When VES, V may be

be disalloWed, or because the conditions of the policy are do
not match the proposed action such that that the Value Was set
to false arbitrarily), a Variable Vapph-es@i may be assigned to
each priority leVel i. Variable Vapph-es@i may eValuate to true if
and only if a policy With priority i enforces an outcome (e.g.

described as set to true in the solution, and When —. VES, V
may be described as set to false.

is applicable). This may be modeled by adding a clause of the
form

[0072]

[0086] LHS of policy<—> WWII-“@1

[0071] A clause {11 . . . , lj} behaves like a disjunction llv .
. . v lj because the solution must contain at least one literal

from each clause in order that it be satis?ed. The Whole SAT
behaves like a conjunction cl A . . . A ck because all clauses

For example, a SAT consisting of Variables {x, y, Z}

and clauses {{x,—. Z}, {x,Z}, {—| y, Z}} corresponds to the
S:{x, —. y, Z} is a solution, because each clause has a literal

[0087] A ?nal Variable VaHOW may be created to indicate
Whether or not the proposed action is alloWed. If no rule of the
policy set applies, then VaHOW may be set to a default result of

from S in it. This corresponds to setting x:true, y:false, and

true (corresponding to alloWing the proposed action by

Z?rue.

default):

Boolean expression (xv —. Z)A (xv Z)—| (A yv Z). The set

[0073]

Hence, the modeling stage may consist of generat

ing a SAT problem that describes a security policy and the
solving stage may include providing this model to a SAT
solVer. The attempted action is alloWed under the policy if and
only if the SAT solVer can ?nd a solution. When a SAT solVer
based on a backtracking search terminates, it has either found
a solution or proVed that none exists.

[0074] In practice, a solution may be found quickly due the
intelligence and ef?ciency of modern solVers, such as the

7

/\ -' Vapplies®i —> Vallow E Vapplies®l V K V Vapplies®max prio V Vallow

[0088]

If a policy at priority leVel i applies, and no higher

priority policy applies, the ?nal result may be determined by
policies at priority leVel i:

SAT4J JaVa library for solVing SAT and optimiZation prob
lems.

[0075]

max prio

In modeling security policies as an SAT, each policy

may be assigned a priority Value. For example, a higher num
ber may be used to indicate a higher priority. For example,
assigned priority Values may range from 1 to maxprio.

[0076] In order to simplify the presentation herein, a policy
may be described using a Boolean expressions inVolVing

conjunction (A ), disjunction (v ), implication (—>), and bi
conditional (<—> ), and folloWed by an equiValence operator

[0089] Which may be modeled in terms of clauses for an
arbitrary i as
_' VappZies@iV vapplies@i+lv ' ' ' V vapplies@maxpriov

_' VaZZ0w@iV VaZZow

[0091]

and a concrete Way of Writing doWn the expression as a

and
_' VappZies@iV VappZies@i+1V '

'

'

V Vapplies@maxpri0

clause.
[0077] Each fragment of a policy (eg a part of a policy

[0093]

excluding Boolean operations) may be assigned a Boolean

set to true When the policy at leVel i applies and determines

Variable that is true if and only if the current document or
proposed action matches it. For example, there may be a
Variable for each Word appearing in a policy (e.g., “con?den

that the proposed action is alloWed, While eVery policy With
priority greater than i does not apply. Similarly, the second of

tial”) and a Variable for each proposed action (e. g. “email”).
EVen if a fragment appears in multiple policies, it is assigned
only one Variable. For example a policy
[0078] email A addr:*@gmail.comA ‘priVate’Qdeny
[0079] may be associated With Variables Vemm-Z, V*@gmm-Z_

policy at leVel i applies, and determines that the proposed
action is not alloWed, While eVery policy With priority greater
than i does not apply.

com and VPrl-vate.

[0096]

[0080] Outcomes alloW and deny may be modeled by a
Variable VGHOW@Z- Whose Value is true if a policy With priority
i alloWs the corresponding proposed action and false if it
disalloWs the proposed action. If, hoWeVer, a policy With
priority i does not yield an outcome of alloW or deny, VaH0W@i

be Vernails VNewModeZfSN? Vpressfrelease! VaZZow@1s VaZZow@2s Vap’

may be set to either true or false.

The ?rst of these clauses corresponds to VaHOW being

these clauses corresponds to VaHOW being set to false When the

[0094] The example aboVe, With policies:
[0095] emailA ‘NeWModel SN’Qdeny (priority 1)
and

[0097] emailA ‘press release’QalloW (priority 2)
[0098]

may be expressed as clause. The Variables used may

plies@1, Vapph-es@2. and VGHOW. The clauses may include:

[0099]
[0100]
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[0101] which model the policies;
_' VernaiZV _' VNZWMOdEZiSNV Vapplies@1
_' VernaiZV _' vpressireleasev Vapplies@2

[0108]

VernaiZV _' Vapplies@1
VNZWMOdEZiSNV _' Vapplies@1
VernaiZV _' Vapplies@2
vpressireleasev _' Vapplies@2
which ensure that variables vapph-es@i are set cor

rectly;

[0122] If upon evaluating the next condition, a decision
may be made, eg by a SAT solver (block 170), the decision
(eg to allow or disallow the proposed action) may be

returned (block 180) and the process ended (block 198).
Otherwise, the policy may be checked to see if a further

condition remains to be evaluated (return to block 150).
[0123] In accordance with an example of automatic priori
tization of policies, priorities may be assigned to a pair of

policies without soliciting input from a policy administrator.

[0109] VappZies@lV VappZies@2V VaZZow

[0124]

[0110]

automatic prioritization of policies. Automatic prioritization

which ensures that when no policy applies, the

action is allowed;
[0111]
[0112]

_' VappZies@lV VappZies@2V _' Vallow@1 V VaZZow
_' VappZies@1v VappZies@2V VaZZ0w@1 V _' VaZZow

FIG. 4 is a ?owchart of an example of a method for

method 200 may be executed, for example, by a processor of
a system for managing or assisting management of context
aware policies.

[0113] which ensure that when only the ?rst policy applies,
the overall outcome is determined by the ?rst policy; and

[0125] Automatic prioritization method 200 may be
executed when a policy administrator indicates (eg by oper

[0114]

ating an input device, e. g. in connection with a user interface
to a processor) an intention to modify (herein understood as

[0116] which ensure that when only the second policy
applies, the overall outcome is determined by the second

including creating) a set of context-aware policies.
[0126] For example, a policy administrator may input to a
processor a modi?cation (such as, for example, addition,

policy.
[0117]

In accordance with this example, if a user attempts

to email a document that contains the text “NewModel 5N”

deletion, or editing) of a policy of a set of context-aware

policies (block 210).

but not “press release”, variables vemal-Z and vNewModeLsNmay

[0127]

be set to true, while vpmsjelease may be set to false. The
variable vaHoW is initialized to true so that if the action is
allowed a solution may be found, but if the action is not
allowed it may be impossible to ?nd a solution. An SAT solver
may be instructed to ?nd a solution. Consistency among the
clauses requires that vanoW has to evaluate to false, in contra
diction to the initial value of true which had been assigned.
Therefore, no solution is possible, and the action is not
allowed.
[0118] FIG. 3 is a ?owchart of an example of a decision

sentation of the set of policies (block 220). For example, the
set of policies may be represented by a graph of nodes that
represent policies, and directed edges and paths that connect
the nodes and that indicate relative priorities among the poli

process by application of a set of policies. It should be under
stood with respect to this ?owchart and to other ?owcharts
referred to herein, that the division of a method into discrete

operations represented by blocks of the ?owchart is for the
sake of convenience and clarity only. Alternative divisions of
the method into individual operations with equivalent results

The modi?cation may be incorporated into a repre

cies.

[0128] A transitive closure may be computed for the repre
sentation. Computing a transitive closure may identify any

directed paths of contiguous edges that connect nodes. The
representation may be represented by a multipartite graph in
which each part corresponds to a possible allowability. In the
multipartite graph, an edge may only connect nodes in differ
ent parts of the graph (since any other edges may be unnec
essary, as not representing resolution of a potential con?ict)
[0129] The representation may be examined to identify one
or more pairs of representations of unresolved incompatible

policies where the representations of the policies of the pair

are possible, and should be understood as representing other

(eg a pair of nodes) are not connected by a directed path of

examples of the method. Unless indicated otherwise, the

contiguous edges (block 230). For example, a representation

order of the blocks in the ?owchart has been selected for the

of such a pair may include one node in one part of the graph,

sake of convenience and clarity only. Execution of operations

and another node in another part of the graph.
[0130] If no such unresolved pair is found, then the policies

that are represented by blocks of the ?owchart in a different
order or concurrently may yield equivalent results. Such reor

of the set are automatically prioritized and the set may be

dering should be understood as representing other examples

output (block 260, eg with the set of policies being made

of the illustrated method.
[0119] Policy evaluation method 100 may be executed by a
processor of a system for application of context-aware poli
cies, for example, when an action is proposed to be executed

available for evaluating requested actions).
[0131] If such an unresolved pair is found, then input may
be solicited for determining the relative priorities of each such

with regard to a document (block 110).
[0120] Ifpolicies remain to be processed, e.g. applied to the

ment assistant may construct and present a suitable example
action on a document that illustrates results of various priori

unresolved pair (block 240). For example, a policy manage

proposed action (block 120), the highest priority remaining

tization options. A policy administrator may then be solicited

policy may be evaluated with respect to the proposed action,

to examine the various results and to indicate which result is

eg loaded into a SAT solver (block 130). Otherwise, a
default decision may be made, e.g. allow the action (block

preferred. As another example, an automatic application may
select a prioritization (e.g. based on statistical analysis of
previous administrator selections or other information).
[0132] The input decision may then be added to the repre
sentation (block 250), eg in the form of an edge in the graph
that connects two nodes representing the policies of the pair.

190), and the process terminated (block 198).
[0121] If the policy metadata applies to the proposed action
(block 140), and a condition of the policy remains to be
evaluated (block 150), the next condition may be evaluated
(block 160). Otherwise, the set of policies may be examined
to determine if any policies remain to be evaluated (return to

[0133] The operations indicated by blocks 230 through 250
may be repeated for every pair of incompatible policies that

block 120).

had not yet been prioritized. In some cases, where more than
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one such unresolved pair exists, prioritizing one pair may

that enables a policy administrator to select or input one or

automatically prioritize another previously unresolved pair,

more of an action, metadata, conditions, or protection to
de?ne a policy.

depending on the relationships betWeen the policies. For
example, prioritizing one pair may result in a formation of a

directed path betWeen a previously unresolved pair.
[0134] After prioritizing all unresolved pairs, the set of
policies may be output (block 260). For example, the set of

[0142] The neW policy may be incorporated into the repre
sentation of the set of policies (block 320). For example, the
neW policy may be represented as a node in an appropriate

(denied). The set of policies may be utilized by a policy

part (e.g. corresponding to an alloWability of the policy When
its condition is satis?ed) of a multipartite graph.
[0143] The transitive closure (TC) of the representation
may be calculated (block 330). For example, a suitable tran
sitive closure algorithm, e.g. Warshall’s algorithm, may be

enforcement mechanism or system.

applied.

policies may be stored in a memory or data storage device for
use by a processor in determining Whether or not a requested
action on a document may be alloWed (enabled) or disalloWed

[0135]

A method for automatic prioritization of policies

may operate in coordination With a modeling assistant. A
modeling assistant may assist a policy administrator in per
forming actions to add, edit, or remove a policy from the

policy set.
[0136] For example, a modeling assistant may generate

pertinent and exhaustive (all distinct) examples of actions,
metadata, and documents, as Well as the protection that appli
cation of a policy enforces on those documents. An example
may be considered pertinent if it includes key Words or text
strings that appear in appropriate ?elds of the policy. An
example may be considered exhaustive if it relates to all
classes of documents to Which the policy applies (but not
every document because they could be in?nite in number).
[0137] An example of a system for management of context
aWare policies may include a policy editor interface. A policy
administrator interacting With the policy editor interface may

edit policies and assign priorities to the policies. A policy
assistant application or module may also interact With a

policy administrator via the policy editor interface.
[0138] For example, a policy editor interface may display
the policies in the form of a table, With the policies ordered in
order of their priorities (e. g. from highest to loWest priority).
The ordering in the table may be equivalent to a preorder
traversal of the priority graph (e.g. such as graph 40a in FIG.
2A, and graph 40b in FIG. 2B). In such an ordering, Whenever
a there is a ordered path in the priority graph from a ?rst policy
to a second policy, the ?rst policy must appear earlier in the

list than the second policy.
[0139] For example, a policy editor interface and a policy
assistant application may include an add policy function. For
example, an “add policy” function may be implemented as a
Wizard that presents a policy administrator With a series of
choices. As a result of the policy administrator’s selection, the

application may determine What the added policy is, hoW it
should interact With other policies, and Whether the set of

policies (or policy database) can be simpli?ed by removing a
neWly redundant policy. HoWever, changes to the set of poli
cies may not be ?nalized until interaction With the application

has been completed. Thus, the application may be used for

exploratory modeling of policies.
[0140]

FIG. 5 is a ?owchart of an example ofa method for

[0144]

Analysis of the computed transitive closure may

indicate Whether or not all pairs of incompatible policies are

prioritized (e. g. are connected by directed paths in the repre
sentationiblock 340). If so, the set of policies may be output

(block 390).
[0145] If one or more pairs of incompatible policies that
have not been prioritized are present, one of the pairs may be

selected (block 350). Input regarding prioritization of the
selected pair may be solicited (block 3 60). For example, input
may be solicited from a policy administrator, e. g. by present
ing the administrator With an example With regard to Which
the administrator may indicate a preferred result.

[0146] The input prioritization may be incorporated into

the representation (block 370). For example, the input priori
tization may be incorporated as an edge that connects tWo

nodes of the graph that represent that selected pair. The tran
sitive closure of the representation may then be recomputed

or updated (block 380).
[0147] The transitive closure may then be analyzed again to
check for the presence of incompatible pairs of policies that
have not been prioritized (return to block 340).
[0148] As another example of automatic prioritization of a
set of context-aWare policies, a policy of a set of context
aWare policies may be removed or deleted.

[0149] For example, prior to removal of policy p, tWo other
policies of the set, q and r, may have been prioritized by a path
that includes p, e.g. q. . . p . . . r. In this case, upon removal of

p, policies q and r may be explicitly prioritized automatically.
For example, an edge that connects nodes that correspond to
policies q and r may be automatically added to the represen
tation.
[0150] As another example of managing a set of context
aWare policies, a policy of a set of context-aWare policies may

be edited. Editing a policy may be decomposed into separate

operations of deletion of the existing policy folloWed by
addition of the edited policy.
[0151] In accordance With examples of automatic prioriti
zation of policies, a computer program application stored in
non-volatile memory or computer-readable medium (e. g.,

register memory, processor cache, RAM, ROM, hard drive,
?ash memory, CD ROM, magnetic media, etc.) may include
code or executable instructions that When executed may
instruct or cause a controller or processor to perform methods

automatic prioritization of policies upon adding a policy to a
set of policies. Policy addition prioritization method 300 may
be performed When a policy administrator indicates an inten

discussed herein, such as an example of a method for man

tion to add a context-aWare policy to a set of context-aWare

sitory computer-readable media including all forms and types

policies.
[0141]

agement of context-aWare policies.
[0152]

The computer-readable medium may be a non-tran

of memory and all computer-readable media except for a

Input may be obtained, eg from a policy adminis

trator, to de?ne a neW policy p to be added to a set of policies

(block 310). For example, a user interface may be provided

transitory, propagating signal. In one implementation, exter
nal memory may be the non-volatile memory or computer
readable medium.
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We claim:

1. A method comprising:
obtaining input to modify a policy of a set of self-consistent
document policies, a policy of the set being applicable to

10. The method of claim 1, Wherein the condition com
prises inclusion of a character string Within the document.

11. A non-transitory computer readable medium having

alloWability of the requested action When a condition of

stored thereon instructions that When executed by a processor
Will cause the processor to perform the method of:
obtaining input to modify a policy of a set of self-consistent

the policy is satis?ed, the condition being at least partly

document policies, a policy of the set being applicable to

related to a content of the document, and When a plural

a requested action on a document so as to indicate an

a requested action on a document so as to indicate an

alloWability of the requested action When a condition of

ity of policies of the set are applicable to the requested
action on the document, alloWability of the requested
action being determined by the alloWability that is indi
cated by application of the applicable policy With a

the policy is satis?ed, the condition being at least partly
related to a content of the document, and When a plural

ity of policies of the set are applicable to the requested
action on the document, alloWability of the requested
action being determined by the alloWability that is indi
cated by application of the applicable policy With a

highest priority;
incorporating the modi?cation into a representation that

corresponds to a multipartite graph, Wherein each policy
is representable by a node on the multipartite graph, each
node being located in a part of the multipartite graph that
corresponds to the alloWability that is indicated by the
policy to Which the node corresponds, and Wherein tWo

highest priority;
incorporating the modi?cation into a representation that

corresponds to a multipartite graph, Wherein each policy
is representable by a node on the multipartite graph, each
node being located in a part of the multipartite graph that
corresponds to the alloWability that is indicated by the

nodes are connectable by an edge that indicates a relative

priority betWeen the policies that correspond to the tWo
nodes; and

policy to Which the node corresponds, and Wherein tWo

computing a transitive closure of the representation so as to

nodes are connectable by an edge that indicates a relative

identify any paths connecting pairs of nodes, each path

priority betWeen the policies that correspond to the tWo

including one or more contiguous edges; and
When tWo policies that indicate different alloWabilities are
applicable to a single requested action on a single docu
ment such that the conditions of both of the policies are

concurrently satis?ed, and When the nodes that corre
spond to the tWo policies are connected by one of the

identi?ed paths, automatically assigning a relative pri
ority to the tWo policies as indicated by the path.
2. The method of claim 1 comprising When said nodes that
correspond to the tWo policies are not connected by said path
of one or more contiguous edges, ensuring that a relative

priority is assigned to the tWo policies.
3. The method of claim 2, Wherein ensuring that a relative

priority is assigned to the tWo policies comprises soliciting
input from a policy administrator.
4. The method of claim 3, Wherein soliciting input com
prises automatically generating an example of a result of
performance of the requested action of the tWo polices on an
example of a document in accordance With a possible relative

priority of the tWo policies, such that received input indicates
a preferred result.

5. The method of claim 1, Wherein the multipartite graph is
bipartite, one part of the bipartite graph corresponding to an
alloWability to alloW execution of the requested action, and
the other part of the bipartite graph corresponding to an
alloWability to deny execution of the requested action.
6. The method of claim 1, Wherein the input comprises an

nodes;
computing a transitive closure of the representation so as to

identify any paths connecting pairs of nodes, each path
including one or more contiguous edges; and
When tWo policies that indicate different alloWabilities are
applicable to a single requested action on a single docu
ment such that the conditions of both of the policies are
concurrently satis?ed, and When the nodes that corre
spond to the tWo policies are connected by one of the

identi?ed paths, automatically assigning a relative pri
ority to the tWo policies as indicated by the path.
12. The non-transitory computer readable medium of claim
11, further comprising instructions to perform the method of
When said nodes that correspond to the tWo policies are not
connected by said path of one or more contiguous edges,

ensuring that a relative priority is assigned to the tWo policies.
13. The non-transitory computer readable medium of claim
12, Wherein ensuring that a relative priority is assigned to the

tWo policies comprises soliciting input from a policy admin
istrator.

14. The non-transitory computer readable medium of claim

13, Wherein soliciting input comprises automatically gener
ating an example of a result of performance of the requested
action of the tWo polices on an example of a document in

indication to add a policy to the set, to delete a policy from the
set, or to edit a policy of the set.

accordance With a possible relative priority of the tWo poli
cies, such that received input indicates a preferred result.
15. The non-transitory computer readable medium of claim
11, Wherein the multipartite graph is bipartite, one part of the
bipartite graph corresponding to an alloWability to alloW
execution of the requested action, and the other part of the

7. The method of claim 1, Wherein application of a policy
of the set of policies to a requested action comprises requiring

bipartite graph corresponding to an alloWability to deny
execution of the requested action.

performance of an additional action.
8. The method of claim 1, Wherein applicability of a policy
of the set of policies to the requested action depends on
metadata.

1 6. The non-transitory computer readable medium of claim
11, Wherein the input comprises an indication to add a policy

9. The method of claim 8, Wherein the metadata comprises
a metadata selected from a group of metadata consisting of: a

printer address, an email address, an upload address, and a
save path.

to the set, to delete a policy from the set, or to edit a policy of
the set.

17. The non-transitory computer readable medium of claim
11, Wherein the requested action is selected from a group of

actions consisting of: printing, saving, emailing, and upload
mg.
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18. The non-transitory computer readable medium of claim
11, Wherein applicability of a policy of the set of policies to
the requested action depends on metadata.
19. The non-transitory computer readable medium of claim
18, Wherein the metadata comprises a metadata selected from
a group of metadata consisting of: a printer address, an email
address, an upload address, and a save path.

20. The non-transitory computer readable medium of claim
11, Wherein the condition comprises inclusion of a character

string Within the document.
*

*

*

*
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